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1. Introduction

This testing regime covers the encoding of complete testing of LASC Level1 Compliance. This covers, in brief, the EIP stack (Layers 1,2,3/4) and a subset of the Application layer functionality (Layer 7). This is the full communication channel between LASC compliant modules.

2. Testing Encoding

The testing details are discussed fully in document LASC Level 1 Specification. The XML representation for the tests is described in the document Technical Specifications.
3. Testing Details

For traditional testing, each test should provide:

· Component identification, including a short descriptive name
· Pre-requisite tests
· Testing input requirements

· Test function

· Testing output requirements

· Fail Severity indication.
	Test case
	Test pre-requisites
	Input State/Requirements
	Event
	Output
	Fail severity

	4. Base Ethernet Communications
	
	
	Device Startup
	
	

	4.1. Test ping
	
	Idle Device
	Ping Device
	Successful Ping
	Critical

	4.2. Test UDP request / response
	4.1
	Idle Device
	Send UDP packet & wait for response
	Output from List Identity Command. Pass / Fail.
	Critical

	4.3. Test TCP request / response
	4.1
	Idle Device
	Send TCP packet & wait for response.
	Output from List Identity Command. Pass / Fail.
	Critical

	4.4. Concurrent TCP Connections
	
	
	
	
	

	4.4.a  Open 16 Concurrent TCP Connections
	
	Idle Device
	Open 16 concurrent TCP connections 
	Will Return Fail if all 16 connections could not be opened
	Critical

	4.4.b  Test 16 Concurrent TCP Connections
	4.4.a
	Idle Device
	Test communications with the 16 opened TCP connections
	Will return fail, if all 16 TCP don’t communicate as expected
	Critical

	4.4.c  Close 16 Concurrent TCP Connections
	4.4.a & 4.4.b
	Idle Device
	Close 16 concurrent TCP connections opened in 4.4.a
	Will return fail, if all 16 TCP sessions don’t close properly.
	Critical

	4.5.  Ethernet cable removed directly from device for 2 seconds
	4.1
	Idle Device &Network switch connected directly between PC and device under test. 
	Establish connection and watch connection timeout
	Connection should remain active.
	Medium

	4.6. Ethernet cable removed directly from device for 120 seconds
	4.1
	
	Establish connection and watch connection timeout
	Connection should have timed out after 120 seconds, and return connection fault.
	Medium

	4.7. Ethernet cable removed directly from PC for 2 seconds
	4.1
	Idle Device & Network switch connected between PC and device under test.
	Establish connection and watch connection timeout.
	Connection should remain active.
	Medium

	4.8. Ethernet cable removed directly from PC for 120 seconds
	4.1
	
	Establish connection and watch connection timeout.
	Connection should have timed out after 30 seconds, and return connection fault.
	Medium

	5. Testing Encapsulation Commands
	
	
	
	
	

	5.1. Test NOP
	
	
	
	.
	

	5.1.1.  Test NOP
	
	No EIP Session registered.
	A NOP message is sent.
	Successful if nothing received.
	High

	5.1.2.  Test NOP
	5.1.1
	EIP session registered.
	
	Successful if nothing received.
	High

	5.2. Test ListIdentity TCP or UDP
	
	
	
	
	

	5.2.1.  Test ListIdentity TCP
	
	No EIP Session registered
	ListIdentity message is sent via TCP.
	Successful if DUT responds with valid ListIdentity response.
	Medium

	5.2.2.  Test ListIdentity TCP
	
	EIP Session registered
	ListIdentity message is sent via TCP.
	Successful if DUT responds with valid ListIdentity response.
	Medium

	5.2.3.  Test ListIdentity UDP
	
	No EIP Session 
	ListIdentity message is sent via UDP.
	Successful if DUT responds with valid ListIdentity response.
	Medium

	5.3. Test RegisterSession TCP
	
	
	
	
	

	5.3.1.  Test RegisterSession TCP
	
	No EIP Session registered.
	RegisterSession message is sent via TCP
	Successful if a valid response is received.
	Critical

	5.3.2.  Test RegisterSession TCP Protocol version 2.
	
	No EIP Session registered.
	RegisterSession message is sent via TCP with Protocol version 2.
	Successful if valid response is received with status 0x69 and the highest supported version in the protocol version field.
	Medium

	5.4. Test UnRegisterSession (TCP)
	
	
	
	
	

	5.4.1.  Test UnRegisterSession 
	
	No EIP Session registered.
	UnRegisterSession message is sent
	Successful if no response is received.
	High

	5.4.2.  Test UnRegisterSession
	
	EIP session registered.
	UnRegisterSession message is sent
	Successful if no response is received.
	High

	5.5. Test ListServices (TCP or UDP)
	
	
	
	
	

	5.5.1.  Test ListServices (TCP)
	
	No EIP Session registered.
	ListServices message is sent via TCP
	Successful is valid response is received from DUT.
	Medium

	5.5.2.  Test ListServices (TCP)
	
	EIP session registered.
	ListServices message is sent via TCP
	Successful if valid response is received from DUT.
	Medium

	5.6. Test SendRRData TCP
	
	
	
	
	

	5.6.1.  Test SendRRData
	
	No EIP Session registered.
	SendRRData message is sent via TCP with class:1, instance 1, service 14.
	Successful if no message received from DUT
	High

	5.6.2.  Test SendRRData
	
	EIP session registered.
	SendRRData message is sent via TCP with class:1, instance 1, service 14.
	Successful valid message is received from DUT
	High

	6. Testing Session Handling / Message Handling
	
	
	
	
	

	6.1. Message Handling
	
	
	
	
	

	6.1.1.  Send truncated message, test message timeout
	
	EIP session registered.
	Truncated test message is sent.
	Successful if an error message is returned within 10 Seconds.
	High

	6.1.2.  Send long messages (dual message)
	
	EIP session registered.
	Send long message (dual message)
	Successful if a correct response is received to each of the two messages.
	Minor

	6.1.3.  Send garbled message
	
	EIP session registered.
	Send garbled message (shorter than normal packet)
	Successful if device returns an error.
	Medium

	6.1.4.  Send garbled message
	
	EIP session registered.
	Send garbled message (same size as normal packet)
	Successful if device returns an error.
	Medium

	6.1.5.  Send garbled message
	
	EIP session registered.
	Send garbled message (longer than normal packet)
	Successful if device returns an error.
	Medium

	6.1.6.  Send message flood
	
	EIP session registered.
	Send 1000 EIP messages with no delay between messages.
	Successful if each a valid response is returned for each of the 1000 messages.
	Medium

	6.1.7.  Incorrect session identifier
	
	EIP session registered.
	Send messages with the wrong session identifier.
	Successful if each message returns an error.
	Critical

	6.1.8.  Incorrect sender context
	
	EIP session registered.
	Send messages with negative/same sender context
	Successful if returns sender context and returns no error.
	Minor

	6.1.9.  Incorrect  session handle
	
	EIP session registered.
	Send messages with previous (and closed) session handle
	Successful if error message 100 is returned. (same as 6.3.7)
	High

	6.1.10. NOP interference test
	
	No EIP Session registered.
	NOP is sent, session is registered, NOP is sent, ListServices is sent, NOP is sent, UnRegisterSession.
	Successful if NOP does not interfere with normal operation.
	Medium

	7. Testing Implementation of common services.
	
	
	
	
	

	7.1. Test Get Attribute single service
	
	EIP session registered.
	
	
	Critical

	8. Testing Implementation of Core Objects
	
	
	
	
	

	8.1. Test all EDS Attributes
	
	EIP session registered
	RRData message is sent for each attribute (class and instance) coded in the device EDS file.

	Successful if all message respond with status 0 and the value returned is as coded in the EDS file
	High

	9. Error Codes
	
	
	
	
	

	9.1. Invalid or unsupported encapsulation command
	
	EIP session registered.
	Send command 0xff
	Successful if response is 0x1
	High

	9.2. Path destination unknown
	
	EIP session registered.
	Use class 0xff, instance 0xff, attribute 0xff
	Successful if response is 0x5
	Medium

	9.3. Invalid session handle
	
	EIP session registered.
	Use incorrect session handle
	Successful if response is 0x64
	High

	9.4. Testing Invalid Length Message
	
	EIP session registered.
	Use invalid length data
	Successful if response is 0x65
	High

	9.5. unsupported encapsulation protocol version
	
	EIP session registered.
	Register session message with protocol version 55
	Successful if response is 0x69
	High

	10. Testing Timeouts
	
	
	
	
	

	10.1.   List Identity Response
	
	
	
	Response <250ms
	High

	10.2. List Services Response
	
	
	
	Response <250ms
	High

	10.3. Unconnected Explicit Response
	
	
	
	Response <250ms
	High

	10.4. Testing Two Back to Back Explicit Message Requests
	
	
	
	Response <250ms
	High

	11. Retest concurrent sessions
	
	
	
	
	

	11.1. Open 16 Concurrent TCP Connections
	
	Idle Device
	Open 16 concurrent TCP connections 
	Will Return Fail if all 16 connections could not be opened
	Critical

	11.2. Test 16 Concurrent TCP Connections
	
	Idle Device
	Test communications with the 16 opened TCP connections
	Will return fail, if all 16 TCP don’t communicate as expected
	Critical

	11.3. Close 16 Concurrent TCP Connections
	
	Idle Device
	Close 16 concurrent TCP connections opened in 11.1
	Will return fail, if all 16 TCP sessions don’t close properly.
	Critical
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